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NOTICE OF MEETING 

PUBLIC SAFETY COMMITTEE OF THE 
BOARD OF TRUSTEES OF THE VILLAGE OF WILMETTE 

Tuesday, October 12th, 2021 at 6:30 PM 
Village Hall Committee Room (2nd Floor) 
1200 Wilmette Ave, Wilmette, Illinois 60091 

 
 
 
AGENDA  
 
I. Call to Order  

II. Approval of Minutes - August 22, 2019  

III. New Business 

A. Presentation from the Fire and Police Departments on the Village’s 
Unmanned Aerial System (UAS) 

IV. Public Comment (Items not on the agenda)  

V. Adjournment  
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      1200 Wilmette Avenue 
                                                             WILMETTE, ILLINOIS 60091-0040 
 

MEETING MINUTES 
PUBLIC SAFETY COMMITTEE OF THE VILLAGE BOARD 

 
Thursday, August 22, 2019 

7:00 P.M. 
COMMUNITY RECREATION CENTER ROOM #106 

 

 
Members Present:  Trustee Joel Kurzman, Chair 
    Trustee Peter Barrow   
    Trustee Kathy Dodd  
 
Staff Present:  Kyle Murphy, Chief of Police 
    Jeff Stein, Corporation Counsel 
    Michael Braiman, Assistant Village Manager 
       
I.      CALL TO ORDER. 
Trustee Kurzman, Chair, called the meeting to order at 7:04 PM. Committee Members 
Trustee Barrow and Trustee Dodd were present.   
 

Chair Kurzman 

 
II.       APPROVAL OF MINUTES 
Trustee Kurzman directed the Committee’s attention to the draft minutes of the Public 
Safety Committee meeting of February 11, 2019.  Trustee Dodd moved that the 
Committee approve the minutes, seconded by Trustee Barrow. All voted aye. The motion 
carried. 
 
III.      Public Comment (Items not on the agenda) 
 
There was no public comment for items not on the agenda. 

 
IV. Discussion of the North Shore Crisis Response Network 
 
Police Social Services Counselor Nellie Aron summarized the social services provided by 
the Police Department. Services include domestic abuse intervention and referrals, child 
abuse and neglect referrals, substance abuse referrals, mental health referrals, juvenile 
referrals, geriatric referrals, and assistance during critical incidents. 
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Phil Andrew stated he is a retired FBI agent who works with the Chicago Archdiocese 

on school safety. He commended the Village for starting the conversation on gun safety 

because you must be willing to have a discussion to meet the challenges we face. As a 

survivor of a school shooting in Winnetka, an incident which was forseeable and 

preventable, he knows that communities that have hard conversations produce good 

results, and as such, the community becomes more resilient from having the dialogue.  

V. Presentation of the Police Department’s Smart 911 Program 
 
Chief Kyle Murphy summarized the Village’s Smart 911 Program which was implemented 
in 2019. The program allows residents to create a safety profile online or via an app that 
provides the data to 911 dispatchers when a call is received from that particular cell phone 
number. Information that is provided includes but is not limited to name, home and work 
address, household residents, emergency contacts, vehicles, and pets in the home. The 
system will geo-locate the cell phone caller’s locations to provide it to 911 dispatchers 
and dispatchers can text with the caller after initial contact is made.  
 
VI.  Recommendation of Ordinance Concerning Concealed Carry in Liquor 

Licensed Establishments 
 
Trustee Kurzman stated that this ordinance was discussed at the February Public Safety 
Committee meeting and staff was asked to review the ordinance in Northbrook. 
 
Corporation Counsel Stein stated that the ordinance is intended to prohibit the concealed 
carry of firearms in establishments that are licensed to sell liquor for consumption onsite. 
The ordinance is a regulation upon the Village’s liquor licensees as opposed to regulating 
firearms or firearm owners. Mr. Stein stated that by State law, an individual cannot carry 
a firearm while intoxicated, nor can an individual carry a firearm at any event that is 
permitted by the State for temporary liquor licenses or at any public events unless the 
person is walking through the event to go home or to their vehicle. Mr. Stein stated that 
under the Village’s home rule powers, Wilmette can require its liquor licensees to place 
the sticker prohibiting firearms at their establishment. If a business does not put up the 
placard, it would be a violation of the Village’s liquor license regulations and the Village 
can issue a fine, suspend their liquor license or revoke their liquor license. 
 
Kate Gjaja from the League of Women Voters of Wilmette stated that the League supports 
the proposed ordinance. 
 
Jeff Axelrod stated that he and the Wilmette Justice Team support the proposed 
ordinance. 
 
Trustee Kurzman stated the ordinance sets an expectation for the community about the 
appropriateness of mixing guns and alcohol which is a common sense message. While it 
does not change the world over night, it is within the Village’s purview and authority and 
is a positive statement that we care about the safety of the community. 
Trustee Barrow stated he agrees with Trustee Kurzman and while it is unfortunate that 
the State of Illinois pre-empts local regulation of firearms, this is something the Village 
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can do, educates residents to make them more aware of firearm matters, and we should 
get it in place as quickly as we can. 
 
Trustee Dodd stated she agrees with and supports the ordinance. 
 
Trustee Dodd moved to recommend that the Village Board adopt ordinance 2019-O-57, 
seconded by Trustee Barrow.  All voted aye, the motion carried. 
 

 
VII. ADJOURNMENT 
Trustee Barrow moved to adjourn the meeting at 8:36 PM, seconded by Trustee Dodd.  
All voted aye, the motion carried. 

 
Respectfully submitted, 
 

 
Michael Braiman 
Assistant Village Manager 



 

 
 
 
MEETING DATE:  October 12, 2021 

TO:  Village Board Public Safety Committee 

SUBJECT:  Overview of Village Unmanned Aerial System (UAS) Program 

FROM:   Kyle Murphy, Police Chief 
   Brian Lambel, Fire Chief 
   Jeffrey M. Stein, Assistant Village Manager/Corporation Counsel  
 
BUDGET IMPACT:  None 
 

 

Background 
 
The Village received a $30,000 donation from the American Legion Huerter-Wilmette Post 46 
to initiate an unmanned aerial systems (UAS) 1program to assist the operational needs of the 
Village’s Fire Department, Police Department and other departments that have such need for 
the potential use of a UAS.   
 
Such uses of a UAS may include: 
 

Fire Department 
 

• Structure Fire Scene Assessment 
• Search and Rescue Incidents 
• Hazardous Materials Response and Scene Assessment 
• Technical Rescue Response and Scene Assessment 
• Fire Damage Assessment 
• Fire Prevention and Planning  
• Fire Investigation 
• Fire Training and Education  

 
Police Department 

 
• Search and Rescue 
• Crime Scene Investigation 
• Traffic Accident Investigation 
• Counterterrorism   

 

 
1 UASs are also commonly referred to as Drones 

Public Safety Committee 
Memorandum 

mailto:murphyk@wilmette.com
mailto:lambelb@wilmette.com
mailto:steinj@wilmette.com
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Public Works 

• Storm Damage Assessment
• Construction Progress Assessment
• Mapping and Photography of Public Property
• Documenting Flooding and Flood Patterns After Significant Rain Events

Water Management 

• Survey Drinking Water Infrastructure for Maintenance and/or Needed Repairs
• Survey Storm and Sanitary Water Infrastructure for Maintenance and/or Needed

Repairs

Community Development 

• Creation of Promotional Footage for Economic Development
• Inspection of Permitted Construction and other Permitted Activities

Discussion 

The purpose of this discussion before the Public Safety Committee is to inform the Committee 
and the public of the Village’s potential usage of UASs, the underlying policies that are put in 
place to ensure proper usage of the them, and to address any questions or concerns regarding 
the Village’s operation of its UAS.    

The use of UAS has evolved beyond the civilian uses and is now a valuable tool for not only 
for public safety responders, including fire departments, police departments and public works 
departments, but for many Village functions that benefit its citizenry.  New UAS technology 
provides the Village with an opportunity to start using UAS equipment to assist in its core 
functions, which will ultimately benefit the Village’s residents and business community. 

With the use of UAS also comes the concerns of privacy and how and where they will be 
utilized.  Each Village Department that intends on using UAS as part of its function, shall abide 
by an underlying policy in regard to flight controls, safety, training, deployment, and the like.  
While those policies will control the specific operations when a UAS is deployed, the overall 
Village Policy provided from the Manager’s Office and attached to this memorandum must also 
be adhered to at all times.  

The creation of all the policies regarding UAS use by the Village was done in accordance with 
industry’s current best practices and will continue to be updated should those practices evolve. 
Certified Federal Aviation Administration (“FAA”) training courses are required for selected 
operators. Operators must also pass an FAA remote pilot certification exam. All flights must 
have a purpose and entail a pre-flight equipment inspection as well as a consideration of any 
public safety concerns.  Currently the Village has 8 FAA Certified operators on staff.  

As stated above, there are certain concerns and requirements for use of Drones for any 
purpose.  The Village shall abide by all regulations, requirements, and laws regarding drone 
use.  A few specific issues of interest are listed below.  
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Fire Department 

The FAA provides public safety agencies a choice to operate under FAA rules or seek a waiver 
of such rules when the drones are to be used as “Public Aircraft Operations.”  The Village has 
determined that going through a more rigorous and broader training was the best course of 
action and thus will operate under the FAA rules.  The Fire Department will utilize small UAS 
equipment (greater than .55 pounds and less than 55 pounds) for its operations.  All operations, 
emergent and non-emergent, will be under the direction of a FAA licensed incident commander 
or their duly qualified designee.  

Police 

Use of the Village’s drones by the Village Police Department or used for a police purpose is 
regulated by state statute and the Village’s policy on drones.  The Freedom from Drone 
Surveillance Act (“Act”) governs the use of drones by law enforcement throughout Illinois.  
Unless otherwise allowed by the Act, the Police Department may not use UASs for the sole 
purpose of gathering information or conducting surveillance.  The following, however, are uses 
expressly authorized by the Act: 

1. To counter a high risk of a terrorist attack

2. In conjunction with a search warrant

3. To prevent the imminent harm to life

4. To prevent the imminent escape of a suspect

5. To prevent the destruction of evidence

6. To locate a missing person

7. For crime scene / traffic crash photography

8. During a disaster or public health emergency

Law enforcement actions are additionally guided by legal requirements for retention, 
disclosure, and reporting. Unless there is reasonable suspicion of a crime or the information is 
pertinent to an ongoing investigation or criminal trial, the Police Department must destroy 
gathered information within 30 days. The Police Department is only allowed to share acquired 
information with another government entity if there is a valid reason, such as reasonable 
suspicion of criminal activity or the information is relevant to an ongoing investigation or criminal 
trial.  

The Police Department must provide additional information to the Cook County State's 
Attorney's Office when drones are used to prevent the: 

• imminent harm to life

• imminent escape of a suspect

• destruction of evidence

The Police Department is also required to report to the Illinois Criminal Justice Information 
Authority annually, on the ownership of its UAS(s). 

Documents Attached 

1. Village Drone Policy



Policies & Procedures 

Policy Topic: Village Drone Policy 

Approved By: Michael Braiman, Village Manager 

Effective On: October 1, 2021 

1.0 POLICY STATEMENT 

The use of unmanned aerial systems (UAS) has evolved beyond the civilian uses and is now a 

valuable tool for public safety responders, including fire departments, police departments and 

public works departments.  New UAS technology provides the Village with an opportunity to start 

using UAS equipment to assist in its core function, which will ultimately benefit the Village’s 

residents and business community. 

With the use of UAS also comes the concerns of privacy and how and where they will be used.  

Each Village Department that intends on using UAS as part of its function, will create an 

underlying policy in regard to flight controls, safety, training, deployment, and the like.  While 

those policies will control the specific operations when a UAS is deployed, this Policy must also 

be adhered to at all times.   

The purpose of this policy is to establish guidelines under which employees of the Village of 

Wilmette are authorized to use UAS equipment.   This policy is intended to set forth the principal 

guidelines and provide the direction needed for the various Village Departments to implement 

department specific policies.  Privacy rights of the general public are also addressed in this Policy.  

The various Village Departments that intend on utilizing UAS equipment may impose stricter 

guidelines than what is contained below.     

2.0 UAS EQUIPMENT AND USAGE 

The Village will utilize small unmanned aerial systems equipment (greater than .55 pounds and 

less than 55 pounds) for its UAS operations.  All UAS equipment shall be FAA-registered and 

shall only be operated if it is in proper working order and determined that it is safe for operation.  

All UAS equipment will be housed at Fire Station #26 in a secured area.  Batteries, chargers, and 

other consumables requiring regular attention and maintenance will be stored in an accessible area 



 

 

proximal to the storage of other team equipment.  The Police Department may be an alternative 

equipment storage and staging site depending on upcoming training, missions, or other operational 

needs.  

 

The Fire Chief shall be the employee and may designate other employees, to be the employee 

responsible for the overall management and deployment of UAS equipment.  The Fire Chief may 

designate this responsibility to another qualified employee as needed.  Each Village Department 

with one or more qualified and trained UAS operators shall designate a Team Coordinator (TC) 

who shall oversee all other pilots within their respective Department.   

 

The UAS equipment shall be available for use to all departments and shall be operated upon the 

Department Director’s request for such use.  If a Department Director is not reasonably available 

at the time the need for the UAS use is required, the supervisor on duty may make such a request.  

Each department may have their own licensed pilots to use for their core functions.  The designated 

Team Coordinator shall determine who should deploy and operate the UAS based upon the 

reasoning for deployment.    

 

The potential uses may include, but are not limited to the following: 

 

2.1 Fire Department 

 

i. Search and Rescue 

ii. Hazardous Materials Response and Scene Assessment 

iii. Technical Rescue Response and Scene Assessment 

iv. Fire Damage Assessment 

v. Fire Prevention and Planning  

vi. Fire Investigation 

vii. Fire Training and Education  

 

2.2 Police Department 

 

i. Search and Rescue 

ii. Crime Scene Investigation 

iii. Traffic Accident Investigation 

iv. Counterterrorism   

 

2.3 Public Works 

 

i. Storm Damage Assessment 

ii. Construction Progress Assessment 

iii. Mapping and Photography of Public Property 

iv. Documenting Flooding and Flood Patterns After Significant Rain Events 

 

2.4 Water Management 

 

i. Survey Drinking Water Infrastructure for Maintenance and/or Needed Repairs 

ii. Survey Storm and Sanitary Water Infrastructure for Maintenance and/or Needed 

Repairs 



 

 

 

2.5 Community Development 

 

i. Creation of Promotional Footage for Economic Development 

ii. Inspection of Permitted Construction and other Permitted Activities  

Use of a Village UAS by another party other than the Village may only be done so if the UAS is 

to be piloted by a qualified employee of the Village and upon the approval of the Village Manager.  

If the Village Manager is not available to make a determination that a deployment of a UAS is 

needed by another party other than the Village, during an emergency or exigent circumstance, the 

Police Chief or Fire Chief may authorize such use.    

3.0 AUTHORIZED USERS OF UAS EQUIPMENT 

UAS equipment may only be operated by employees that have been properly trained and received 

and maintained required FAA certification and licensing.      

All non-training use of a UAS shall be reported to the Village Manager’s Office within five (5) 

days of the use.   

4.0 PRIVACY 

The privacy rights of members of the public are of the utmost importance and shall be respected 

at all times.  All UAS operations will take careful measures to ensure the rights and liberties of 

individuals are not infringed upon.   

All UAS activities will be performed in accordance with local, state, and federal laws, including 

but not limited to FAA regulations and policies.  Police Department use of UAS equipment shall 

be subject to Section 6.1 below.   

Notwithstanding any restrictions in the law, the Village’s UAS may be deployed, including 

deployment for training purposes, over public right-of-way, or other Village owned property.  The 

Village may also deploy a UAS over any property, when doing so is in the best interests of the 

general welfare of the Village and does not violate any personal privacy rights.  Such deployment 

shall be done only for one of the purposes listed in this memorandum.   

5.0 DATA AND IMAGES 

All electronic data, including photos, video, and sensor data, are the property of the Village of 

Wilmette.  Any data collected using UAS will be stored in accordance with Village of Wilmette 

record retention policies on a secured storage server.  All electronic data containing HIPAA 

sensitive information, or other private and confidential information, shall be stored in a secure file 

and not subject to public dissemination without approval from the Village Manager’s Office. 

All data requests by non-Village of Wilmette employees shall be reviewed and released under the 

guidelines set forth in the Freedom of Information Act (FOIA). 

6.0 COMPLIANCE WITH ALL LAWS 



 

 

Certain laws may or may not apply, or apply differently, to various uses of UAS equipment for 

Village purposes.  At all times, it is incumbent upon the operators of the Village UAS equipment 

to ensure that they are not only lawfully allowed to operate the UAS equipment, but that the 

operation itself is compliant with the law.   

6.1 Freedom from Drone Surveillance Act, 725 ILCS 167/1 eq. seq. 

The Police Department may use Village UAS equipment as part of their operations.  Such 

use by the Police Department shall comply with the Freedom from Drone Surveillance Act.   

 The Police Department may not use a UAS to gather information except: 

(1) To counter a high risk of a terrorist attack by a specific individual or organization if the 

United States Secretary of Homeland Security determines that credible intelligence 

indicates that there is that risk. 

 

(2) If a law enforcement agency first obtains a search warrant based on probable cause 

issued pursuant to state law.  If a warrant is issued, the warrant must be limited to a 

period of 45 days, renewable by the judge upon a showing of good cause for subsequent 

periods of 45 days. 

 

(3) If a law enforcement agency possesses reasonable suspicion that, under particular 

circumstances, swift action is needed to prevent imminent harm to life, or to forestall 

the imminent escape of a suspect or the destruction of evidence. The use of a drone 

under this paragraph (3) is limited to a period of 48 hours. Within 24 hours of the 

initiation of the use of a drone under this paragraph (3), the Chief of Police must report 

in writing the use of a drone to the Cook County State's Attorney and the Village 

Manager’s Office. 

 

(4) If a law enforcement agency is attempting to locate a missing person, and is not also 

undertaking a criminal investigation. 

 

(5) If a law enforcement agency is using a drone solely for crime scene and traffic crash 

scene photography. Crime scene and traffic crash photography must be conducted in a 

geographically confined and time-limited manner to document specific occurrences. 

The use of a drone under this paragraph (5) on private property requires either a search 

warrant based on probable cause issued pursuant to state law or pursuant to a lawful 

consent to search. The use of a drone under this paragraph (5) on lands, highways, 

roadways, or areas belonging to the State of Illinois, County of Cook, Village of 

Wilmette, Wilmette Park District, or any other political subdivision of Illinois does not 

require a search warrant or consent to search. Any law enforcement agency operating 

a drone under this paragraph (5) shall make every reasonable attempt to only 

photograph the crime scene or traffic crash scene and avoid other areas. 

 

(6) If a law enforcement agency is using a drone during a disaster or public health 

emergency, as defined by state law. The use of a drone under this paragraph (6) does 

not require an official declaration of a disaster or public health emergency prior to use. 

A law enforcement agency may use a drone under this paragraph (6) to obtain 

information necessary for the determination of whether or not a disaster or public health 



 

 

emergency should be declared, to monitor weather or emergency conditions, to survey 

damage, or to otherwise coordinate response and recovery efforts. The use of a drone 

under this paragraph (6) is permissible during the disaster or public health emergency 

and during subsequent response and recovery efforts. 

 

If another department pilot were to deploy UAS equipment on behalf of the Police 

Department, the above regulations shall be adhered to.     




