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GIFT CARD = SCAM 
On Wednesday, November 25th, the Wilmette Police Department took a report of an attempted fraud 
scam of a resident.  The caller claimed to be a Wilmette Police Officer and that the resident failed to 
appear for a subpoena.  The offender spoofed his caller ID using the Wilmette Police general phone 
number.  The offender knew available public information concerning the resident.  He also used 
information concerning Wilmette Police, that was incorrect and/or outdated, but appeared accurate 
when the resident did an internet search.  HOWEVER, the big tip off that this was a scam was a second 
offender told the victim to purchase $4500.00 in MoneyPak cards.  The resident was instructed to stay 
on the phone until she purchased and provided the cards' account information.  He would then provide 
her with a proof of payment code that she could provide to the Wilmette Police Department. 
 
No government agency or utility will instruct a person to purchase gift cards and provide the 
account information in order to pay bail, fines, attorney fees, utility bill, or prove identity. 
Wilmette Police have taken fraud scam reports concerning tax debt, warrants, subpoenas, arrested 
family member, and unpaid utility bills that involve the purchasing of gift cards. The caller usually tells 
the victim that he/she or a loved one is in trouble and could be arrested, have warrant issued for his/her 
arrest, lose utility service, or some other negative consequence. The caller then tells the victim to 
purchase gift cards and provide the account information of the gift cards to them in order to pay the 
bail, the fine, the bill or a fee. Sometimes, the caller may even indicate you will be reimbursed at a later 
date.  
 

 
 

The Wilmette Police Department wants to share with residents the opportunity to register 
for Smart911, which allows you to create a safety profile that will provide important information 
to first responders in an emergency. Smart911 is a free opt-in service, and you can provide as 
much or as little information as you would like. When anyone in your household dials 911 from 
a landline or cell phone connected to your safety profile, all the information is immediately 
displayed to the emergency dispatcher.  Download the Smart911 App on the Apple 
Store or Google Play or Click Here to register for Smart911 online. You can also check out this 
video for more information! Smart911 is now the Village's Emergency Notification system, 
replacing CodeRed.  When you register, you can select to receive these alerts via Text, E-mail 
or voice.    Learn more at https://www.wilmette.com/police-department/  
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